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Abstract

The internet was built without an identity layer. This architectural omission has become a
structural liability in the age of generative Al, where the cost of producing a convincing synthetic
identity has fallen to near zero. We propose Proof of Person (PoP), a verification-first identity
protocol in which every participant on a network is confirmed as a real human being before
access is granted. Unlike federated identity systems (OAuth, SAML) that delegate trust to
platform intermediaries, and unlike decentralized identity proposals (DID, Soulbound Tokens)
that assume cryptographic literacy, Proof of Person operates at the infrastructure layer—binding
verified human identity to jurisdiction-scoped compute, sovereign network routing, and long-
term nonprofit preservation. We describe a reference implementation across a sovereignty stack
comprising physical, network, identity, and application layers, and present an initial deployment
against the United States cannabis regulatory landscape as a proof of concept. We propose
Ledgr, a nonprofit protocol for long-term identity metadata preservation, ensuring that verified
personhood persists across generations.

1 Introduction

The internet has no protocol for verifying that a participant is a real human being. Every identity
system in widespread use today is either platform-captive (Apple ID, Google Account),
institution-captive (government-issued ID, employer credentials), or self-asserted (email-based
registration). None of them answer the question that the internet increasingly depends on: is this
entity a person?

None of these systems answer the fundamental question: is this a real person?

The inability to answer this question at the infrastructure level is the root cause of the internet’s
most persistent failures: misinformation campaigns conducted through disposable identities,
marketplace fraud enabled by trivial account creation, regulatory non-compliance facilitated by
unverifiable user claims, and the erosion of civic trust as the boundary between human and
synthetic becomes imperceptible.



We propose Proof of Person (PoP)—an identity protocol in which network access is contingent
on verified personhood, identity is owned by the individual rather than any platform, and the
verification claim is backed by sovereign infrastructure that makes it auditable at every layer of
the stack.

2 The Identity Problem

2.1 The Missing Layer

The internet’s foundational protocols—TCP/IP, HTTP, DNS—were designed to route packets,
not to verify people. Identity was left to the application layer, where it has remained for thirty
years. The consequences of this decision were manageable when the internet was primarily a
publishing medium. They became problematic when it became a commerce medium. They
became critical when it became a governance medium. They have become structural now that
generative Al has made the production of convincing synthetic identities effectively free.

2.2 The Platform Capture Problem

In the absence of an identity protocol, platforms filled the vacuum. Apple ID, Google Account,
Facebook Login, and their equivalents became de facto identity infrastructure—not because they
solved the identity problem, but because they solved the authentication problem. They can
confirm that a session belongs to the same entity as the previous session. They cannot confirm
that the entity is a person.

This distinction is critical. Authentication is a statement about consistency: this session belongs
to the same entity as the last session. Verification is a statement about reality: this entity is a real
human being. The internet has authentication. It does not have verification. Every crisis of trust
on the internet traces to this gap.

Platform identity systems also create structural dependencies that undermine user sovereignty.
An Apple ID is not portable to Android. A Google Account is not functional without Google
services. These are not identity systems. They are retention mechanisms—architectures designed
to increase switching costs, not to verify personhood [1].

2.3 The Decentralized Identity Problem

The Web3 movement proposed decentralized identity (DID, Verifiable Credentials, Soulbound
Tokens) as an alternative to platform capture. These proposals correctly identified the
sovereignty problem but introduced new ones: they assume cryptographic literacy that most
people do not possess, they lack the institutional verification mechanisms that make identity
claims meaningful, and they have no connection to the physical and jurisdictional infrastructure
that makes compliance enforceable.



A cryptographic proof that a wallet address belongs to a specific key pair does not answer the
question “is this a real person?” It answers the question “does this entity control this key?”—
which is, once again, authentication, not verification.

2.4 The Generative AI Accelerant

Generative Al has transformed the identity problem from a chronic condition into an acute crisis.
The tools to produce synthetic text, images, video, and personas are now universally available at
near-zero marginal cost. The volume of synthetic content on the internet is growing
exponentially [2]. Without a verification layer, the internet’s signal-to-noise ratio will continue to
degrade until the medium becomes unreliable for any interaction that requires trust.

The window to build this layer is finite. Once synthetic content constitutes the majority of
internet traffic—a threshold some researchers believe has already been crossed—retroactive
verification becomes computationally and economically infeasible. The verification layer must
be built proactively, as infrastructure, before the problem becomes irreversible.

3 Proof of Person

3.1 Definition
Proof of Person (PoP) is a verification protocol with three properties:

Verification-first access. Network participation is contingent on confirmed personhood. Unlike
open-registration systems where verification (if it occurs at all) happens after account creation,
PoP requires documentary identity confirmation and liveness detection before access is granted.
This is the same institutional rigor applied by employers, financial institutions, and government
agencies.

Sovereign ownership. The resulting credential is owned by the individual, not by any platform,
employer, or government. It is portable across ecosystems, devices, and jurisdictions. It cannot
be revoked by a platform’s terms-of-service change or an employer’s offboarding process. It
persists as long as the underlying personhood is valid.

Infrastructure-backed auditability. The verification claim is not a software assertion. It is
backed by sovereign infrastructure—jurisdiction-scoped compute, controlled network routing,
and physical data residency—that makes the claim auditable at every layer of the stack, from the
identity layer down to the facility that processed it.

3.2 The Trust Primitive

A Proof of Person is a trust primitive—the smallest unit of trust from which larger trust
structures can be composed. Just as a cryptographic hash is a primitive from which data integrity



can be constructed, and a digital signature is a primitive from which authentication can be
constructed, a Proof of Person is a primitive from which verified interaction can be constructed.

Any system that requires trust between parties—commerce, communication, governance, civic

participation—can be built on the PoP primitive without each system independently solving the
verification problem. The primitive is issued once, maintained continuously, and consumed by

any application that requires proof that its counterparty is human.

3.3 Faceted Identity

A Proof of Person is not a flat credential. Human identity is contextual: the same person operates
differently in professional, personal, and civic contexts. PoP supports this through faceted
identity—a single verified credential that presents different surfaces depending on context.

Each facet maintains its own data perimeter, notification policy, and compliance posture. Device
context (hardware form factor, operating system, usage pattern) can serve as a signal for facet
activation. A workstation activates the professional facet; a personal phone activates the personal
facet. The boundaries between facets are enforced with the same architectural rigor as
jurisdictional boundaries—because, from the protocol’s perspective, they are the same class of
problem: a boundary with rules about what data can cross it.

3.4 Jurisdictional Migration

When a verified person changes jurisdictions—moving from one state to another, one country to
another—the Proof of Person initiates a sovereign migration. This is not a data sync. It is a
transfer of residency within the infrastructure.

The system detects the jurisdictional change. The user is presented with consent checkpoints
describing the data handling implications. Upon consent, the identity, its associated data, and its
compliance posture migrate from the origin facility to the destination facility. The origin
jurisdiction’s data retention rules are applied to residual data. The destination jurisdiction’s
handling rules are applied going forward. The transfer is auditable at the network routing layer.

This capability—jurisdictional identity migration with infrastructure-level auditability—does not
exist in any current identity system, platform, or cloud provider. It requires simultaneous control
of the physical layer (jurisdiction-scoped facilities), the network layer (controlled routing), and
the identity layer (verified, sovereign credentials).

4 The Sovereignty Stack

Proof of Person requires infrastructure purpose-built for jurisdictional sovereignty. We describe a
reference implementation comprising four layers.

4.1 Physical Layer



Jurisdiction-scoped data centers, each incorporated in and operating under the laws of the
jurisdiction it serves. Each facility is simultaneously a compute resource, a compliance claim,
and an audit trail. Facility naming follows a hierarchical convention that encodes jurisdictional
scope: a state anchor (e.g., US-MA-01) stores and processes jurisdiction-resident data; a metro
edge node (e.g., US-MA-BOS-01) provides latency-optimized access. Segment count determines
facility class without requiring a legend.

4.2 Network Layer

The sovereignty stack operates its own autonomous system numbers (ASNs) and controls route
announcements at the Border Gateway Protocol (BGP) layer. Data does not traverse
jurisdictional boundaries by default. Cross-jurisdiction transfer is an explicit, consent-gated,
auditable event. Compliance is enforced at the routing layer—invisible to the user, provable to
the regulator through routing records rather than self-reported attestations.

4.3 Identity Layer

The Proof of Person protocol, as described in Section 3. Verification, faceted identity, and
jurisdictional migration are implemented at this layer. The identity layer is the point at which
human verification meets infrastructure sovereignty—the layer where a claim about personhood
becomes a claim backed by physical and network infrastructure.

4.4 Application Layer

Vertical applications that consume the PoP primitive and demonstrate the stack’s capabilities in
regulated markets. Applications inherit the sovereignty properties of the layers beneath them: a
query processed by the application layer is automatically jurisdiction-scoped, compliance-routed,
and identity-verified without the application developer solving any of these problems
independently.

5 Proof of Concept: Regulated Commerce

To validate the protocol and the sovereignty stack, we deploy an initial application against the
most fragmented regulatory landscape in United States consumer commerce: cannabis.

The US cannabis market ($30B+ annually) operates under 38 distinct state regulatory
frameworks, each with different rules governing products, potency limits, packaging,
advertising, purchase limits, and age verification [3]. Municipal jurisdictions layer additional
complexity—individual cities and counties may impose further restrictions, modify tax
structures, or ban retail operations entirely. The product remains federally scheduled, creating
contradictory compliance obligations for any system operating across state lines.

This environment exercises every layer of the stack simultaneously: the physical layer must store
data in the correct jurisdiction; the network layer must prevent unauthorized cross-jurisdictional



data flow; the identity layer must verify age and personhood; and the application layer must
apply the correct compliance rules for the user’s specific municipal context.

The initial deployment—a metasearch application operating in Massachusetts and California
simultaneously—validates three capabilities: jurisdiction-scoped data residency, real-time
compliance rule application, and cross-jurisdictional identity migration when a verified user
relocates between states.

If the sovereignty stack and Proof of Person can navigate cannabis compliance—dynamically,
across jurisdictions, at the point of user query—the protocol is validated for finance, healthcare,
municipal governance, and any domain where verified identity and jurisdictional compliance are
requirements.

Subsequent deployments target municipal infrastructure—permitting, licensing, and civic data
transparency—which require sub-5ms latency from metro edge nodes and represent the most
granular compliance environment in the United States: over 30,000 municipalities, each with
independent regulatory authority.

6 Ledgr: Long-Term Identity Preservation

A Proof of Person that expires when a company fails is not sovereign. True identity sovereignty
requires that the verification record persists independently of any commercial entity’s lifespan.

We propose Ledgr—a nonprofit protocol for long-term identity metadata preservation. Ledgr
operates on the same principle as archival institutions that preserve intellectual output in storage
designed to survive institutional failure: the identity metadata generated by the Proof of Person
protocol is archived in a durable, nonprofit-governed repository that exists outside the
commercial incentive structures of the entities that generate it.

6.1 What Ledgr Stores

Ledgr does not store personal data. It stores identity metadata—cryptographic proofs,
verification timestamps, jurisdictional migration records, and the trust history that constitutes the
audit trail of a Proof of Person. This metadata is sufficient to reconstruct the trust history of an
identity without exposing underlying personal information.

6.2 Generational Persistence

Human identity does not end at death. Estates, trusts, family records, generational assets, and
historical provenance all depend on the persistence of identity beyond an individual’s lifetime.
Ledgr is designed as a custodial layer for generational identity metadata—enabling estate
verification, family trust management, and generational transitions without dependence on any
single commercial provider.



6.3 Nonprofit Governance

Ledgr is structured as a 501(c)(3) nonprofit, deliberately separated from the commercial
operations of any company that implements the Proof of Person protocol. This separation ensures
that long-term identity preservation is not subject to the commercial pressures—acquisition,
bankruptcy, strategic pivot—that have historically made platform-dependent identity systems
unreliable. The incentive structure of the custodian must match the time horizon of the asset it
protects.

7 Trust Escalation

A Proof of Person is not static. It appreciates. The longer a verified identity operates on
infrastructure that records its compliance history, transaction integrity, and jurisdictional
transitions, the richer its trust profile becomes. This creates a natural escalation path from
commercial trust to civic trust.

Commercial trust (verification to year one): the PoP credential enables participation in
regulated commerce—purchasing age-restricted products, applying for permits, conducting
verified transactions.

Financial trust (years one to three): accumulated transaction history and compliance records
enable participation in financial services beyond the initial KYC check.

Civic trust (years three to ten): multi-year trust history, jurisdictional migration records, and
continuous verification create a credential with sufficient provenance to serve civic functions
currently handled by government-issued identity.

Electoral trust (decade-plus horizon): a generation of users with continuously verified,
sovereignty-backed, auditable identity histories creates the preconditions for transparent,
auditable electoral processes. This is not a launch feature. It is a consequence of building the
correct infrastructure and operating it with integrity over a sufficient time horizon.

The trust escalation model implies that the Proof of Person credential becomes more valuable
with time—both to the individual whose trust history deepens and to the network whose
aggregate trust profile strengthens. This is a compounding asset, not a depreciating one.

8 Implications

8.1 For Platforms

Proof of Person makes platform-captive identity optional. Users who possess a sovereign,
verified credential have no structural need for platform-specific identity systems. Platforms may
continue to exist as application surfaces, but they lose their role as identity intermediaries—and
with it, their primary retention mechanism.



8.2 For Regulators

The sovereignty stack provides regulators with something they currently lack: infrastructure-
level auditability. When a compliance claim is backed by jurisdiction-scoped facilities and
controlled network routing, the regulator can verify the claim at the infrastructure layer rather
than relying on self-reporting. This shifts the compliance model from trust-then-verify to verify-
by-design.

8.3 For Al Systems

As Al models become smaller, more distributed, and more jurisdictionally diverse, the Proof of
Person protocol provides a missing trust layer. An Al interaction backed by a verified human
identity, processed on jurisdiction-scoped infrastructure, and auditable at the network layer
addresses the provenance, accountability, and compliance concerns that currently impede
responsible Al deployment.

8.4 For Society

The internet’s trust deficit is not a technology problem that technology alone can solve. It is an
infrastructure problem that requires infrastructure solutions. Proof of Person does not eliminate
anonymity—pseudonymous interaction remains possible within the faceted identity model. It
eliminates unaccountability. Every action on a PoP-verified network is attributable to a
confirmed human being. The network does not know your name unless you choose to share it.
But the network knows you are real.

9 Conclusion

The internet was built to move data. It was not built to verify people. For thirty years, this
omission was tolerable. The rise of generative Al has made it structural.

Proof of Person is an identity protocol that addresses this gap at the infrastructure layer—not as a
software feature bolted onto existing platforms, but as a foundational primitive backed by
sovereign compute, controlled routing, and long-term nonprofit preservation. It is verification-
first, sovereign by design, and auditable at every layer of the stack.

We present this protocol not as a finished system but as an architectural thesis. The reference
implementation begins with regulated commerce and municipal infrastructure, where compliance
requirements are most demanding and the proof of concept is most legible. If the protocol works
under these conditions, it generalizes.

The long-term trajectory is civic infrastructure—identity systems trusted enough to underwrite
democratic processes. This is not a feature to be shipped. It is trust to be earned, one verified
person, one compliant transaction, one transparent audit at a time.



References
(1
2

[3] Headset, Inc., “Cannabis Market Overview: US State-by-State Analysis,” 2025. See also: NCIA Policy Council
reports on banking access restrictions.

] T. Wu, The Attention Merchants: The Epic Scramble to Get Inside Our Heads, Knopf, 2016.
] Imperva, “2024 Bad Bot Report,” Thales Group, 2024.
[4] C. Magnarelli, “Supah 2030: Identity Infrastructure for the Verified Internet,” Supah, Inc., April 2026.

[5] European Parliament, “Regulation (EU) 2024/1689 laying down harmonised rules on artificial intelligence (Al
Act),” Official Journal of the European Union, June 2024.

supah.dev * team@supah.dev



